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theoretical approach of cybernetic security due to society's digitalization.

Glimpses of digitalization in the Black Sea Region

Paul Méndras', Cezar Vasilescu®

Keywords: Digital Security, Digitalization of Society, (Social) Internet of

Things, Metaverse, Artificial Intelligence, Cybersecurity

Abstract: As development of information and communications technologies
rapidly advances within nations, it is the responsibility of society’s key stakeholders —
business specialists, non-governmental organizations, researchers, academics and
policymakers, to provide specialized in-depth awareness in regards to security related
issues. In order to achieve knowledge on technological challenges and build tailor-made
public policies, society’s key stakeholders ought to tackle the impact of digitalization.
Nations need to become aware that the process entails the whole of society. As the digital
evolution and revolution emerge and expand become synonymous not only to economic
proficiency but to digital disruption as well. We can agree that the evolution of Artificial
Intelligence, (Social) Internet of Things, Metaverse, Digital Twins, Human Robots,

Virtual Influencers, etc. provides opportunities and challenges to societies that we have
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never faced before in human history. Given these circumstances, does cybersecurity fully
encompass the digital changes and disruption or do we need to further expand our

research on digital security?

1. Digitalization of societies as a primordial feature of the digital age

Can societies be digitalized? Not only that our answer is affirmative, but
digital integration is a current reality and a global trend (see Figure no. 1 —
Digitalization in the Black Sea Region).

The concept of "digitalization of society" was first used by Robert Wachal in
1971, in an essay published in the "North American Review" magazine (Brennen
and Kreiss, "Digitization and Digitalization”, 2014), to describe the debate on the
social implications of the use of information technology in the context of
objections that were taking shape at the level of American society regarding the
development of research activities in human activities assisted by computers.

Obviously, despite the opponents, the development of information and
communication technology (IT&C) systems has evolved from 1971 to the present
day, but together with this evolution, the debate within societies regarding
digitalization has persisted and even intensified, a debate to which we do

propose to contribute constructively.
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Figure no. 1 - Digitalization in the Black Sea Region’

From a technical point of view, IT&C designates the technology that underlies
the process of development, maintenance and use of computer systems, software
applications and computer networks for the processing and distribution of digital data
(Merriam-Webster, “Definition of information technology”).

Thus, we note that the term IT&C includes both computer and
telecommunications technology (Castagna and Bigelow, “Information
Technology”, 2021), and the main fields are represented by:

1. Implementation and maintenance of applications, services and digital
infrastructure (servers, networks, external storage capacities);

2. Monitoring, optimizing and troubleshooting the performance of
applications, services and infrastructure; as well as

3. Cyber security oversight and governance of applications, services and

infrastructure.

? Figure data are based on 2020 Global Connectivity Index calculated by Huawei Technologies on a
sepctrum of 40 indicators. Huawei analized 79 countries (Georgia and Moldova not included) and
the  potential ~maximum  score for each indicator is 120. GCI  Source:
https://www.huawei.com/minisite/gci/en/country-profile.html
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Consequently, in our consideration, IT&C represents those physical devices
endowed with software programs that have computing, storage and networking
capabilities; as well as the infrastructure and processes for creating, processing, storing,
securing and exchanging all forms of electronic data (see Figure 2 — Information
Technology Components and Functions).

However, precisely to eliminate possible confusion, we propose to clarify
the semantic difference between the terms digitization and digitalization,
sometimes treated similarly in the specialized literature.

Thus, digitization is the process by which data and information in physical
or analog format are transformed into data and information in digital format
(TruQC LLC, “Digitization vs. digitalization: Differences, definitions and examples”).

Practically, digitization is a transformational process of the form in which the data
and information present themselves in the physical space to the cybernetic space. As a
simple example, digitization is the translation of a physical document into an

electronic document through the process of photography.
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Figure no. 2 — The components and functions of information technology’*

On the other hand, digitalization is a much more complex process than
digitization, and from a certain perspective of interpretation, digitalization includes
digitization, the latter representing a first phase of digitalization, of collecting
information.

Digitalization includes, but is not limited to, both digitization and the IT&C
processes described above, precisely because it is a process that involves human
activity.

Therefore, although there is a diverse variety of definitions of digitalization
(Reis, “Digitalization: A Literature Review and Research Agenda”, 447-448), we note
that digitalization is a process of using digital technologies to change the economic model
of an organization in order to capitalize on opportunities to generate new monetary
income and increase added value (Gartner Glossary, “Information Technology”).

Thus, we draw attention to the fact that digitalization is the most important
current trend of change for both societies and businesses, in the context in which
organizations - regardless of their type - are under constant pressure to use
digital technologies and adapt models and operating strategies to this new
reality.

Through digitalization, industrial societies are rapidly transforming into
informational societies on a global level.

However, even if we agree that digitalization has mainly an economic
influence, we cannot help but notice that such an approach is limiting, precisely
because the impact of digitalization is exhaustive and holistic, with reverberations

throughout the whole of society and all its domains — military, political,

* Source: Castagna and Bigelow, “Information Technology”, 2021
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economic, social and environmental (Mandras, “Security’s Multidimensionality.
Societal Security in the Age of Information Technology”, 78-95).

From a scientific perspective, the debate on the understanding of the
concept of digitalization is still far from being completed, but its effects on
societies are increasingly visible, noting the intensification of digitalization not
only at the level of private entities but also at the government level, which
increasingly integrates information technologies in its own mode of operation for
the performance of public activities (Reis, “Digitalization: A Literature Review and
Research Agenda”, 443-456).

Considering these aspects, we feel obliged to criticize the approach to the
digitalization of societies strictly from the point of view of economic influence,
meaning for which we propose a comprehensive approach, taking into account
the fact that these new types of information technologies generate new types of human
interactions at all levels of societies — macro, micro and nano

Therefore, in our opinion, digitalization of societies is a societal process through
which digital technologies modify, transform, disrupt or destroy processes, the models
and strategies of individuals and social groups, in all their fields — military, political,
social and environmental, in order to capitalize on the opportunities to make all human

activities more efficient.

2. Digital evolution and societal revolution. Digital space and disruptive
technologies

The development of digital technologies is closely related to the invention

of cyber information, the Internet, artificial intelligence and process automation,

bio-materials, and so on. Cumulatively, these technologies have generated new
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innovative mechanisms for reconfiguring and streamlining the systems of
production of goods and delivery of services, mainly for economic purposes.

Information technologies not only make the goods-producing industry
more efficient but also generate new types of industries that offer economic
services without owning industrial production capabilities.

Thus, the global economic market has come to be dominated by digital
companies (see Kabra, “Top 20 Biggest Tech Companies in The World in 2022”),
among which stand out digital unicorns, which have a cumulative market value
of approximately 3.857 billion USD. Individually, digital unicorns have a market
value of at least one billion USD, sometimes more than the GDP of entire
countries (CBINSIGHTS, “The Complete List of Unicorn Companies”, 2022).

Such a value of digital companies is not strictly limited to economic power,
but sometimes even to the social influence power that such companies possess.

Cumulatively, these new economic models stimulated by digitalization,
impose not only changes in industrial processes, through the gradual elimination
of human labor at the expense of automated and/or robotic labor but also
behavioral changes of people and the organizations they belong to, regardless of
the type of these organizations.

Consequently, the societal changes produced by digitalization are
generated by two distinct elements, which act synergistically at the level of
individuals and societies, respectively:

A. The emergence of a new space for human activities — the digital space;

B. Development of disruptive digital technologies.

2.1. Digital space as a new dimension of human activities in cyberspace
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Perhaps one of the current confusions among specialists and the general
public is given by the differentiation between physical, cyber (virtual), and digital
space.

From a military perspective, cyberspace represents a global domain composed
of the interconnection of all IT&C, networks, and digital data, including
independent and isolated ones that process, store, or transmit data, being
assimilated in importance to other operational environments in which military
actions take place - land, naval, air and space (NATO Standardization Office,
“Allied Joint Publication-3.20 (AJP-3.20)", 2020, 4).

In terms of cyberspace components, NATO identifies 3, respectively:
physical — which includes the physical components (digital devices), located in a
delimited geographical space; logical — which includes software elements and
digital data; and cyber-persona — which consists of virtual representations of the
identity of physical and real persons or institutions.

However, we allow ourselves to note that this last component of
cyberspace, the cyber-persona, even if it can exist independently, without being
correlated with the physical and real person or organization with which it is
associated, it can only operate in cyberspace in close correlation with its physical
and real counterpart. By operating in cyberspace, we mean the actions, activities,
or behaviors performed by the individual or organization in this virtual space.

Precisely for these reasons, we consider that cyberspace is not confused with
digital space. Thus, if cyberspace (virtual) is represented by IT&C components (devices,
software, and digital data), digital space is represented by human actions, activities,
and behaviors, at an individual or organizational level, within cyberspace, with

repercussions both in the space cyber as well as in real space.
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Moreover, the 3 types of spaces are not only interdependent, but human or
automated operations in cyberspace produce effects in physical space in 3
interdependent dimensions, and we consider these dimensions to be: physical,
informational, and bio-psycho-social (see Figure no. 3 — Digital inter-relationships)
and not physical, informational and cognitive (idem, 1).

Regarding the physical dimension, this includes all IT&C devices located in
the physical space that process digital information, regardless of whether they
work independently or in a network, with or without an Internet connection.

The informational dimension, dubbed by some specialists the informational
environment (Kuehl, “From Cyberspace to Cyberpower: Defining the Problem”,
apud. Schreier, “On Cyberwarfare”, 2015, 11), includes the virtual information
contained in the systems arranged in the physical space, which can be subjected to
processes of dissemination, processing, storage, exploitation, transformation,
manipulation, extraction, destruction, etc.

Regarding the bio-psycho-social dimension, we argue that physical entities —
persons or organizations, act on and operate with digital information, and the result of
these processes produce societal effects at the biological, psychological, and sociological
levels’ and not only at the human cognitive level.

As a consequence, human digital inter-relationship does not occur
exclusively at a cognitive level, but at a higher, three-dimensional level.

Respectively, at the biological level, when digitalization affects the biological and

5 Cognitive processes (sensations, perceptions, representations, thinking, memory, imagination and
language), together with affective processes (emotions, feelings and passions), regulatory (will and
motivation), and conditional (attention and skills), form the totality of psychic processes. The latter,
together with mental activities (play, learning, work, creation and communication) and mental
attributes (temperament, skills and character), are integrated into what psychology calls the human
psychic system.
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informational system of living beings; psychologically, when digitalization affects
individual virtual relationships and behaviors, and sociologically, when digitalization
affects virtual relationships and behaviors between at least two virtually represented
physical entities.

All these dimensions, bio-psycho-social, have physical effects at the individual and
societal level, by affecting human behaviors and, directly or indirectly, by influencing the
identity and culture of societies.

Intrinsically, we consider that the main characteristic of the digital space is its
duality, it is at the same time a physical-cybernetic network of digital information
exchange, as well as a global phenomenon of influencing people and societies,
which is constantly expanding, specifically due to the development of virtual

social networks.
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Figure no. 3 — Digital inter-relationships

Through human action in cyberspace, digital space represents a virtual
domain where people discover information, educate themselves, work, socialize
and, last but not least, play and have fun (Le Merle, and Davis, “Corporate
Innovation in the fifth era. Lessons from Alphabet/Google, Amazon, Apple,
Facebook and Microsoft”, 2017, 42).

Moreover, from a societal perspective, the digital relationships between
physical entities are identical to the relationships in the physical space and are of
three main types, namely cooperation, neutral, or confrontational.

2.2. Disruptive digital technologies — Internet, Internet of Things, Social

Internet of Things, Artificial Intelligence with Machine Learning capability,
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Robotics, Metaverse, Digital Twins, Digital and Virtual Influencers, and Humans
2.0

Included in the category of general-purpose technologies (DPTs) (Azhar,
“EXPONENTIAL. How Accelerating Technology Is Leaving Us Behind and What
to Do About It”, 2021, 43 and following), the Internet was developed in the 1960s
by the US in the form of small digital communication networks between several
government computers, with the main objective of creating a structure that
would ensure the integrity and transfer of information, resistant to potential
nuclear attacks by the USSR.

Afterward, the Internet developed progressively in two relatively distinct
stages. The first stage took place in the 1990s when the Internet was
"democratized", being practically made available to the general public and
gradually transformed into a global public network in exponential growth due to
the popularization of personal computers.

A second stage in the development of the Internet was generated by the
rapid development of smartphone-type mobile phones with Internet connection
capabilities, which enabled the amazing development of the mobility of digital
connectivity.

Currently, the Internet is a global network of human interconnectivity, and
at the beginning of 2022 (Kemp, “Digital 2022: Global Overview Report”, 2022),
out of a total global population of 7.91 billion, 5.31 billion (67.1%) people are
mobile phone users, 4.95 billion (62.5%) are internet users, and 4.62 billion
(58.4%) are active users of some social networks (see Figure no. 4 — Digital space in

the Black Sea Region).
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Considered the 3rd wave of Internet development, the Internet of Things
(IoT) is another type of technology that has the potential to affect all human
activities (Tripathy, and Anuradha (ed.), “Internet of Things (IoT): Technologies,
Applications, Challenges and Solutions”, 2018, p. ix).

Basically, IoT means the ability of physical devices and people to be permanently
interconnected through the Internet, which causes the emergence of new types of
digital ecosystems capable of increased productivity, increased energy efficiency,
as well as increased economic profitability, in almost all fields of human activities
(see Figure no 5 - Applications of digital technologies).

The name "loT" was proposed for the first time by the British Kevin Ashton
in 1999, and the specific difference of IoT from the Internet is given by the fact
that digital devices not only have the possibility to collect electronic information
from the physical and virtual environment, but essentially, IoT has the ability to
analyze this information, make decisions without human intervention and learn
from accumulated experience (McAfee, and Brynjolfsson, “Machine, platform.
Crowd: Harnessing our Digital Future”, 2017 apud. Dufva, and Dufva, “Grasping
the future of the digital society”, 2019, 17).

Complementary to 10T, as its particular form, Social Internet of Things (SIoT)
describes the symbiosis between human social networks and IoT, in the sense
that digital objects form their own social networks and, despite constructive
particularities, manage to communicate and relate autonomously through the
Internet, without direct human intervention (Lee et al., “How and what to study
about IoT: Research trends and future directions from the perspective of social
science”, 2017, pp. 1056-1067 apud. Rad et al., “Social Internet of Things: vision,

challenges, and trends”, 2020). The end result is social networks of digital objects
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of different complexities that relate based on common interests in order to
provide improved services to end users (Rad et al., “Social Internet of Things:

vision, challenges, and trends”, 2020).

1p

Urbanisation 55 GIOP per Capia Jaternet users 34 Social Mdbdia Facabook Lisers Xiobils
=

Users 26 Conmestions 5%
Urbanisation % GDP per Capita Internet users % S"I‘r'::__:’:?" F"‘“"""’:‘ Haces | Con:’.:“c:::s -

= Bulgaria 764 | 26705 | 78 | 6438 ! 524 | 134.5
I Georgia 60.3 | 16.997 725 843 67.9 1441
= Aoldova 432 [T =meaxr | 6.1 I 465 [ 323 110.5
I Romania 546 | 35414 | 88 69.7 519 | 143.7
m Russia 753 | 328303 | 89 | 72.7 I 50 | 155.8
M Ukraine 70 | 14219 | 718 | 64.6 | 357 | 144.6
ETurkiye 77 | 30am | 82 : 80.8 : 403 | S14
mWord Average 57 18721 62.5 | 58.4 | 36.8 671

Figure no. 4 — Digital space in the Black Sea Region®
Through SloT, digital devices imitate the human way of relating in order to
communicate and select "friends" to provide increased performances of the
services offered. The effects of increased performances occur at different levels,
including the level of interactions between people and objects.
Precisely as a consequence of the “socializing” characteristic, digital objects

within SIoT become more performing than digital objects that act in a unitary

8 GDP per Capita is expressed in USD. Source of data: The World Bank Group, , GDP per
capita, PPP (current 1nterr1at10nal $)”.

rt. Urbamsutlon Internet Users, Social Media Users, Facebook Users, and Mobile Connections is
expressed as a percentage of total population. Source of data: Kemp, ,Digital 2022: Global

Overview Report”. hitps://datareportal.com/reports/digital-2022-global-overview-report
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way, mainly due to the quality and quantity of information that they exchange
with the other SIoT member objects.

Human intervention within the SIoT is decisive precisely by owning the
function of owner control (Rad et al., “Social Internet of Things: vision, challenges,
and trends”) a function exercised by assigning to the network a set of rules to
control the behavior of objects in the network and the way of communication
between objects.

From a technical point of view, the functioning of physical devices is based
on software codes, without which digital operations cannot be carried out. Thus,
software codes are operating programs of these devices, which can support changes,

updates, repairs, storage and analysis, without direct intervention on the objects

that include them.
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Figure no. 5 — Applications of digital technologies ’

Obviously, the evolution of software codes has been gradual but galloping

in the last decades, and from the first software with the ability to perform simple

7 Source: Vagadia, ,Digital Disruption. Implications and opportunities for Economies, Society,
Policy Makers and Business Leaders”, 2020, 91.
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and repetitive tasks, nowadays they have the ability to perform complex tasks,
automatically and with the possibility of self-learning and improving, known as
machine learning capabilities, similar to the functioning of the human psychic
system.

This last category of software is represented by Artificial Intelligence (Al), a
"queen" of software. Even though it is difficult to define it specifically, Al can be
characterized as an artificial decision-making system, similar to the human system, based
on unique algorithms and mathematical estimations (Siroya, and Mandot, “Role of Al
in Cyber Security” in Bhargava et al. (Eds.), “Artificial Intelligence and Data
Mining Approaches in Security Frameworks”, 2021, 2).

According to some authors with whom we agree (Schwab, and Davis,
“Shaping the future of the fourth industrial revolution. A guide to building a
better world”, 2018, 138), Al is already reinventing the digital economy and has
the capacity to reconfigure the physical economy in the near future, by
empowering autonomous devices to navigate the physical world and by owning
the ability to improve and streamline both inter-relationships between people, as
well as the inter-relationship between people and information devices.

The main ability of Al lies in its cognitive capacity, learning, and reasoning,
including those based on intuition, which is based on a rapid pace of
self-improvement and which already clearly exceeds human cognitive capacity.

Additionally, innovations in physical materials and endowing them with
Al capabilities have developed a new industry, robotics.

Since 1961, when the first industrial robot was used in a factory (ibidem),
robots have been subject to amazing developments, and nowadays we can find

different types of robots with Al functions within societies, such as industrial
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robots, robots with the ability to fly — drones, autonomous vehicles and, last but not
least, humanoid robots, capable of providing personal assistant services or even
social assistance for people, such an example being Sophia the Robot (Lokhande,
“Sophia and Other 11 Best Humanoid Robots of 2022”).

With the improvement of Al's ability to make decisions, it is expected that
the fields of applicability of Al robots will also increase. Implicitly, the influence
of Al robots within societies will intensify as well, and maybe one of the most
debated topics of this century will regard granting human rights to Al robots (see
Marko, “Robot rights - a legal necessity or ethical absurdity?”, 2019).

Moreover, Al robot’s societal effects can be both beneficial — by identifying
solutions to the current problems of humanity beyond the ability to human
understanding, as well as harmful — especially through the development of
weapon systems based on Al robots, already in the prototype stage and expected
to represent 30% of the military forces of some states in the next 10 years (Pro
Robots, “Top 5 Most Advanced Army Robots. Tank Robots, Robot Dogs,
Unmanned Vehicles. Military Robots”, 2020).

Another technology with a fast pace of development is Metaverse. First
imagined in 1992 by science fiction author Neal Stephenspon in his short story
"Snow Crash", the term Metaverse denotes a vision of a virtual reality in which
people use their own digital avatar to explore the online world via the Internet
(Huddleston Jr., “This 29-year-old book predicted the ‘metaverse’ — and some of
Facebook’s plans are eerily similar”, 2021).

Even if Stephenspon imagined his Metaverse as an alternative virtual form
to the dystopian physical reality, the concept was taken over by digital

companies such as Meta (Meta, “Inside the Lab: Building for the Metaverse with
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Al”, 2022), Microsoft (Roach, “Mesh for Microsoft Teams aims to make
collaboration in the ‘metaverse’ personal and fun”, 2021), Roblox (McDonald,
“Roblox’s metaverse is already here, and it's wildly popular”, 2021) or Epic
Games (Kim, “Metaverse Is a Multitrillion-Dollar Opportunity, Epic CEO Says”,
2021). Such companies are trying to develop their own digital universes, sensing
both an economic opportunity in people's desire to "escape” from physical reality,
but also possibilities to expand lucrative activities in the digital space.

Also called Collaborative Virtual Environments (CVEs) (Eustaquio, and
Carneiro de Sousa, “Creative Collaborative Virtual Environments”), or
Cyber-Physical Systems (CPS), or Cyber-Physical System Virtual Organization
(CPS-VO) (Skilton, and Hovsepian, “The 4th Industrial Revolution. Responding
to the Impact of Artificial Intelligence on Business”, 11 and following), the
Metaverse is a virtual space where people meet other people, entities or objects, in their
virtual replica, as participants and not spectators, that engage in relational and
creative activities. The latter case is specific for CVEs, as it provides its users the
ability to create, modify, transform and redistribute media content, such as
audio-visual components or even software programming codes.

As digital systems integrating cybernetic components and human users,
Metaverses are based on what the literature calls Digital Twins (Song et al.,
“Cyber-Physical Systems: Foundations, Principles and Applications” apud.
Skilton, and Hovsepian, idem), namely a conjunction and coordination of physical
and informational resources of virtual representation of physical and human
systems. In other words, Digital Twins are digital avatars of people, places and

physical objects.
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Also, according to the most recent developments, correlated primarily with
the emergence of digital communications and social networks, but also with
Metaverse, the digital environment has allowed the emergence of two new
categories of digital entities with the role of influencing people's behavior,
attitudes and activities in the online and offline environment, respectively Digital
Influencer and Virtual Influencer.

Thus, a Digital Influencer is a real person who generates interactions in the online
environment, creates content through digital communication channels and who
influences the purchasing decision of the public to whom he is addressed, through the
authority, knowledge or position or visibility he holds in the digital media environment
(Brandmentions, “What Is a Digital Influencer”).

Though, we do not consider it appropriate to use the term Digital
Influencer merely to depict it as a marketing tool used by individuals or
companies to stimulate their own brands and sales (see Forbes, “Top Creators
2022”). Therefore, we expand our view and agree that a Digital Influencer is a real
person or organization who acts in the digital space as an agent of influencing social
relations and behaviors, manifesting itself as a security actor as well.

With these aspects in mind, what is a Virtual Influencer and what is the
specific similarity and difference to a Digital Influencer?

To answer this question, we note both the definition according to which a
Virtual Influencer is a digital character created by means of graphic software, who has a
human personality and permanently acts as an influencer on social media platforms, and
the fact that a Virtual Influencer can have up to 3 times the target community influence

rate than a Digital Influencer, explained by the fact that it can perform all the
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activities of the real version, but with more control and involvement (Molenaar,
“Discover The Top 15 Virtual Influencers for 2022”7, 2021).

Thus, we consider that, like a Digital Influencer, a Virtual Influencer is an
autonomous digital medium that acts in the digital space as an agent of influencing social
relations and behaviors, manifesting itself as a security actor as well. Unlike a Digital
Influencer, who is a physical person, a Virtual Influencer is a digital "persona” with
Al ability to learn and improve its interactions in the digital space with real people.

Even if at the moment most Digital and Virtual Influencers are assimilated
into Social Media Influencers, we consider that it is very likely that digital
influencing activities will develop in the near future within the Internet and the
Metaverse platforms as well.

In this regard, we note recent research related to creating a digital workforce
for the Metaverse, such as Humans OS 2.0 (Soul Machines, “How we bring Digital
People to life”, 2022), in the form of people’s digital twins acting as autonomous
animations powered by Al technologies, web services, and other digital means,
and we believe that Humans OS 2.0 can also act as a Virtual Influencer.

It is a reality that the COVID-19 pandemic has greatly stimulated both
digital economic activities and “work from home” activities carried out "at a
distance" from the classic work locations, via the Internet. From this perspective,
we can debate Bill Gates' opinion (Gates, “Reasons for optimism after a difficult
year”, 2021) that this global trend of online “work from home” will continue
post-pandemic and that within 2-3 years most online working or social dating
will move into the Metaverse, with the help of avatars and digital space.

But if the Metaverse is a form of human imagination becoming a virtual

reality through digitalization, it remains to be seen what will really happen in the
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medium term regarding the scale of real human activities that will cross the
“border” to Metaverse.

At the moment, this new digital environment seems to be treated with
humor and sarcasm, especially since Mark Zuckerberg, the CEO of Meta, spent
over $10,000,000 to take his first digital selfie in the Metaverse (Parsons, “Mark
Zuckerberg responds to everyone that mocked his metaverse selfie”, 2022).

However, we consider that the prospects for Metaverse development are
obvious and consistent, and from this perspective, we encourage further research
of its implications on societies and security.

3. The digital disruption of the physical space. Assessing digital

insecurity sources

Considering the evolution of digital space and technologies, it is a logical
consequence to inquire ourselves the following question: are there sources of digital
insecurity? If so, which are they?

As we highlighted previously, digitalization is a transformational societal
process, and new types of information technologies generate new types of interactions at
all levels of societies — macro, micro, and nano, which have effects both in the cyber
and real world.

Additionally, these digital interactions modify, transform, disrupt or destroy the
processes, models, and strategies of societies, in all their fields - military, political,
social, and environmental, producing both opportunities for the development of
societies, as well as risks, threats and dangers to security.

At the same time, the inter-relationships in the cyberspace and the
ever-increasing interconnectivity of the physical and virtual environments

produce physical, informational, and bio-psycho-social effects in societies. By
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default, digital relationships between physical entities are identical to
relationships in physical space and are of three major types, namely cooperation,
neutral or confrontational.

With these aspects in mind, we believe that there are sources of digital
insecurity that affect all three main security actors — individuals, societies, and states.
These sources of insecurity come both within the framework of confrontations in
the cyber and digital space, but also as effects of cyber inter-relationships in the
physical environment, in all areas of security.

Thus, as regards the sources of digital insecurity arising from the
confrontation in cyberspace, they mainly affect the security of states and are
presented as follows:

o At a physical level, by affecting the functioning of devices and digital
networks or the flow of data between devices in the network — cyberwar and
cybersecurity;

o At the informational level, through the digital influence of information,
ideas and values in order to change the behavior of the population and its leaders
— information warfare and digital influence;

o At the bio-psycho-sociological level, by affecting the biological information
system, at the genetic or psychological level — biohacking and cyberpsychology.

From a technical point of view, the basis of IT&C operation is the software
codes, which are programmed to support changes, updates, repairs, storage and
analysis, without direct intervention on the objects that contain them.

However, the "Achilles' heel" of software and hardware devices resides
precisely in the possibility of intervention on them by external entities, often

malicious, who wish to exploit the vulnerabilities of military or non-military
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digital systems to extract, corrupt, or destroy data or to obtain prestige, military
or political advantages or profit. Such vulnerabilities expose both devices and
digital data as well as the entire architecture to cyber security risks, embodied in
cyber-attacks and alteration of digital information.

From this perspective, data privacy is equivalent for digital users to the
ownership of physical assets, and ensuring the cyber security of digital
technologies requires the simultaneous fulfillment of a series of requirements,
such as resilience to cyber-attacks; data authenticity; access control; and user data
privacy.

Therefore, the main source of digital insecurity at the physical level derives from
the vulnerability of cyber ecosystems, with negative repercussions in ensuring the
integral security of the digital data that the system circulates, but also the
confidentiality of this data, in the sense of protecting digital data and ensuring
control over digital activities that take place within the digital architecture.

It is indubitable that today's information society benefits from the most
developed means of mass communication in human history. Thus, IT&C almost
dominates as means of public communication, in times of peace, crisis and war.
Virtual communications, through the accessibility of information under the
conditions of the existence of mobile phones permanently connected to the
Internet, the Internet itself and virtual social networks, have led to an "explosion”
in the speed with which information is produced and distributed to target
audiences.

Under these conditions, at the regional, national and global level, the
digital space is already or is in the process of becoming the main information

medium used as a means of mass communication.
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Thus, the main source of digital insecurity at the informational level derives from
the manipulation of the informational environment achieved by influencing information,
ideas, and values in order to change the behaviors of the population and its leaders.

From a technical point of view, we agree that we can discuss several
technological developments of digital influencing and conducting "human mind games”
(Chifu, “Aspecte privind rdzboiul informational: alterarea realitatii”, 2018, 15-16)
— disinformation, propaganda, active measures and elements of psychological
operations, and from our point of view they can be grouped into seven categories
(see Figure no. 6 — Technological evolution of digital informational influence), as
follows:

(I) Fake news — using cyber space to spread fake news;

(IT) Social Media Targeting — the use of social networks to polarize societies
and hijack public debates;

(IIl) Big Data Mining — individual and collective access, based on the
analysis of patterns and digital data;

(IV) Tailor Profiling & Hacking — "tailor made" digital monitoring and
influencing, including through character attack and assassination (see Chifu,
“Character assassination” — armd ofensiva in razboiul informational”, 2017,
11-17);

(V) Deep Fake — use of video processing technologies;

(VI) AI Quantum Virtual Influencers — automating influence through the use
of virtual influencers that combine all previous technological generations

through artificial intelligence and quantum computing capacity;



EAS New Series no.6/2023 93

(VII) Biological Hacking — the ability to exploit human beings through the
ability to combine biological knowledge with quantum computing power and

digital data.

Biological Hacking

AT Quantum Virtual Influencers

Tailor Profiling &

Hacking

Big Data Mining

Social Media
Targeting

Figure no. 6 — Technological evolution of digital informational influence

For the international community, information influence is not defined in an
identifiable way, although states officially recognize it. Whilst the Western NATO
members acknowledge terms like information operations or influence operations, the
Eastern European states, with reference mainly to the Russian Federation and its
predecessors, own terms like information war or psycho-information confrontation
(Fridman, Kabernik, and Granelli, “The Nature of Information Operations”, 2022,
p.- 3) or '"active measures" or "information warfare" (Scirlet and Ichimescu,
“Conlflictele/operatiile informationale ale Federatiei Ruse 1in contextul
SARS-CoV-2”, 2020, 12).

For NATO (NATO, “AJP-3.10, Allied Joint Doctrine for Information
Operations”, 2009, 1-3, apud. Ichimescu, “Operatiile informationale si mediul

informational global”, 2016, 49), information or influence operations represent
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informational activities carried out during times of peace, crisis, conflict, and
post-conflict, in order to create the desired effects on the will, understanding, and
capabilities of adversaries, potential adversaries and other types of audiences, in support
of the objectives the mission.

For the Russian Federation (Ministry of Defence of the Russian Federation,
“Voyennyy Entsiklopedich-eskiy Slovar” apud. Fridman, Kabernik, and Granelli,
op.cit.), the psycho-informational confrontation represents an informational and
psychological system with an impact on the level of informational resources and on the
level of consciousness and feelings of the military personnel and civilian population of the
adversary, as well as a set of measures to protect one’s own informational and
psychological resources.

At least during the Cold War, this Russian psycho-informational system
exceeded the manipulation of the informational environment and included what
the specialized literature defines as a "program of active measures" (Flavius, “Teza
de doctorat. Relatiile serviciilor de securitate si informatii romanesti cu
structurile similare sovietice in perioada 1964-1989. Impactul programului de
masuri active desfasurat de KGB-GRU asupra securitatii nationale a Romaniei —
Lectii invatate”, 2018, 41), representing a set of means, such as disinformation,
subversion, intoxication, influence, propaganda, covert actions, deception, rumors,
manipulation, forgeries and maskirovka, used to generate strategic events in order to
create long-term advantages short, medium and long social, political, military, economic
and informational by weakening an adversary informationally.

In our understanding, digital information influencing represents any activity or
attempt by a state or non-state actor to influence the cyber information environment for

its own benefit, at a regional or national level, at the level of the adversary or at the global
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level, both offensively and defensively, for changing the behavior of individuals, societies
or their leaders.

With regard to the bio-psycho-social component, we note not only the fact that
technological evolution allows changes in the biological-genetic information, but also the
fact that gemetic experiments have begqun to be carried out outside specialized
laboratories, without complying with specific requlations. Due to the fact that such
biotechnologies are becoming accessible to the public at a relatively low cost,
unregulated biohacking becomes a public health risk (Zettler, Guerrini and Sherkow,
“Regulating genetic biohacking”, 2019, 34-36).

At the same time, human activity in the digital space arouses an
ever-increasing interest for the scientific community in the field of social sciences,
which materializes in a new field, cyber-psychology. Current studies and debates
on the human use of digital technologies, behavior in the digital space and how it
affects the human psyche focus on digital dementia, memory loss and cognitive
impairment.

Consequently, the main source of digital insecurity at the bio-psycho-social level
derives from the faulty handling of genetic information and the damage to the human
psychic system as a result of uncontrolled activity in the digital space.

Moreover, the sources of digital insecurity arise as effects of
cyber-digital-physical inter-relationships, affect all security actors, and occur in
all domains of security. Under these circumstances, the digital domain becomes
itself a security domain, along with the military, political, economic, social and
environmental.

Briefly (see Mandras, “Security’s Multidimensionality. Societal Security in

the Age of Information Technology”, 2020, 78-95), the sources of digital insecurity
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affect all areas of security, and they consist at least of: the automation of weapon
systems — affecting the military domain (see Table no. 1 — Military power and
autonomous systems in the Black Sea region); the paternalism, control, influence and
manipulation of individual and societal behavior — affecting the political and social
domain; the authoritarian behavior of states that use the collection of digital data of their
own citizens for social and individual control — affecting the political and social
domain; the digital addiction and digital dementia — affecting the social field; the
unjust social justice — affecting the political and social field; the creation of a digital
surveillance economy (Clarke, “ Risks inherent in the digital surveillance economy:
A research agenda”, 2019) — affecting the economic field; the economic exploitation,
discrimination and even social exclusion — affecting the economic, political and social
field; and, not least, the security of digital devices and data — affecting the military
and economic domain.

Table no. 1 - Military power and autonomous systems in the Black Sea

region’
Military e——
Black Sea | Strength | Defense Budget (Active Local companies that develop
Region Power (USD) ’ autonomous military systems
Reserve and
Index s
Paramilitary)
Bulgaria 1.1071 | 1,105,760,000 33,000 No
Georgia 2.0014 [ 286,020,000 30,400 No
Moldova | 2.2515 | 47,640,000 19,000 No
Romania [ 0.5938 | 5,148,090,000 132,000 No
Russia 0.0501 [ 154,000,000,000 1,350,000 1. Almaz-Antey:

¥ Source of data for military strength power index — lower index provides stronger power, defense
budget, and military personnel: GlobalFirePower, ,, 2022 Military Strength Ranking”; Source of data
for local companies that develop autonomous military systems: Slijper, ,Slippery Slope. The arms
industry and increasingly autonomous weapons”, 2019, pp. 6-8.
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a. Unmanned  modular  electric
platform (BMPD, “Almaz-Antey
presented an unmanned modular electric
platform”, 2021);
b. Sarma autonomous underwater
drone (TASS, “Russian tech firm to
feature versatile underwater drone at
Urals industrial show”, 2021)
2. Rostec (Kalashnikov - ZALA
Aero; Ural vagonzavod):
a. Lantset loitering munitions:
Lantset (Lance) loitering munition comes
in two configurations:
the heavier Lantset-3 carries a 3-kilogram
warhead and has a 40-minute mission
endurance, while
the lighter Lantset-1 has a 1-kilogram
warhead and  30-minute  mission
endurance. 143
b. KYB drone:
KYB was presented at the IDEX arms fair
in Abu Dhabi in 2019.

its producer also developed artificial
intelligence visual identification (AIVI).
C. Uran-9 UGV:
The Uran UGVs includes the Uran-6
mine clearing vehicle and the Uran-9
combat tank, which was used by
Russia in the war in Syria.
d. Unmanned T-72 tank.
3. United Aircraft
(Sukhoi):
a. Sukhoi  Okhotnik  unmanned
combat aerial vehicle (UCAV) (Vranic,
“Russian Okhotnik UCAV conducts first
PGM launches”, 2022)
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4. National  Center  for  the
Development of Technology and Basic
Elements of Robotics and the Android
Technics company

a. Marker ~ UGV  robot
(TASS/Army Recognition Group,
“Russian Marker UGV robot to operate
in friend-or-foe identification mode”,
2021)

Ukraine | 0.3266 11,870,000,000 500,000 No

1. Savunma Teknolojileri
Miihendislik ve Ticaret (STM):

a. KARGU (autonomous tactical
multi-rotor attack)

KARGU system was improved through
the use of Al,

including facial recognition, as well as
increasing the diversity of the explosives
the system can

use, currently thought to include
fragmentation and thermobaric options.

Turkiye | 0.1961 9,690,000,000 775,000 Weighing less than 7 kilograms each,
KARGU has a range of 15 kilometers
and can stay in the air
for 30 minutes. It is possible to operate
up to 30 KARGUs together in a swarm
that could destroy a
military unit or warship.

b. ALPAGU (fixed-wing autonomous
tactical attack);
c. TOGAN (autonomous multi-rotor
reconnaissance) loitering systems.

4. DIGITAL SECURITY. The need for a new theoretical approach.

Expanding cybersecurity to bio-technological and cyber-psychological security

threats
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Is it needed a new theoretical approach to digital security in cyberspace
considering the actual “inflation” of cyber-security studies?

The specialized literature from various fields, such as international
relations, security studies and military sciences, psychology or sociology, does
not offer a unitary approach to the concept of security. We join those who believe
that it is almost impossible to establish a generally valid definition of security
(Miller, “The Concept of Security: Should it be Redefined?”, 2001, 13-42), and our
argumentation rests on the fact that security has differentiated characteristics that
cannot be treated comprehensively and unitarily for all possible situations in real
life.

Therefore, when dealing with the issue of security, it is necessary to take
into account at least 3 essential elements and provide an answer to the inherent
questions.

Who is the subject of security? Respectively, whose security are we referring to?

What is the reference object of security? Respectively, what are the sources of
insecurity and what are the actions that generate them?

What are the security actors? That is, who must ensure security by countering
threats, removing vulnerabilities, and increasing resilience? Who are the insecure actors?
Respectively, who or what generates the sources of insecurity that manifest in threats and
dangers?

An answer to all of these questions that is valid in every human situation is
challenging and has yet to be identified. However, in our attempt to conceptually
clarify the term security, we found that the literature addresses at least 15 types of

security.
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For a better understanding of these types and their integration into a
unitary concept, we consider that security has 4 main dimensions (see Mandras,
“Desecretizarea” conceptului de securitate. Notiuni, componente, dimensiuni,
domenii si tipuri de Securitate”, 2021, 27-39), grouped by specific fields, as
follows: (1) the dimension of security subjects, classified according to the main
security actors — the state, society and the individual; (2) the dimension of domains
of insecurity, classified according to the main sources of insecurity, which
simultaneously represent security assurance areas — military, political, economy,
societal, environment; (3) the dimension of security sources, which mainly refers to
state security, classified according to the behavior of states in achieving their own
security within international relations — joint, collective, cooperation; and (4) the
dimension of the security environment, which mainly refers to state security,
classified according to the geopolitical depth of the security environment —
regional and international.

Given this wide variety of digital insecurity sources, as we have previously
detailed, is the current theoretical framework inclusive enough?

Prior to providing an answer, we note that the specialized literature gives
almost exclusive importance to cyber security which it treats from the perspective
of state security. In this situation, the sources of digital insecurity derive from the
need to protect the hardware and software components that contain digital
information, the flows of this digital information, but also the digital
informational environment that is of interest to state actors, the types of security

studied being cyber security and security of digital data flows.
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Regarding cyber security, we note that it does not have a universally
accepted definition, similar to many other concepts in the field of security
studies.

For NATO (“Cyberdefence”, 2020), cyberspace has been recognized since
July 2016 as a field of military operations, along with land, air, naval, and space,
following the cyber-attacks on some public and private institutions in Estonia in
2007. Therefore, such a recognition implied that the alliance must entail measures
for the defense of the member states in cyberspace, for which it also adopted a
Policy on cyber defense on the occasion of the September 2014 Summit (See “NATO
Cyber Defence”, 2016).

Within this policy, NATO considers cyber security to consist mainly of defending
its own cyber networks, its missions and operations, as well as increasing the
organization’s resilience, including through the development of capabilities for cyber
education — training and exercises.

From the US perspective, cyber security represents an "activity or process,
ability or capability or state by which computer and communication systems, as well as
the information contained therein, are protected/defended against destruction or access,
modification, or wunauthorized exploitation" (Cybersecurity and Infrastructure
Security Agency, “Cybersecurity Glossary”, 2021).

According to the US Cybersecurity and Infrastructure Security Agency, the
defense of cyber security and activities includes a whole range of actions,
strategies, policies and standards to reduce threats, vulnerabilities and
destruction, through international engagement, incident response, resilience,
ensuring information availability, law enforcement, diplomacy, development of

military capabilities, or carrying out missions within the intelligence activity,
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ensuring the security and stability of the global infrastructure of information and
communication systems.

At first glance, the security of digital data flows can be easily confused with
cyber security, but its distinctive character is given by the existence of digital
information both from the perspective of its belonging to an IT system located in
a certain geographical territory, and from the perspective of the flow that digital
information travels within several digital systems, especially if they are located
on the territory of several states and are subject to several jurisdictions and legal
regulations.

Thus, the security of digital data flows does not only refer to ensuring the
security of digital economic exchanges — energy, products and services, but also
to ensuring the digital security of financial exchanges, data and ideas (Verhagen,
Chavannes, and Bekkers, “Flow Security in the Information Age”, 2020, 7).

As depicted above, we can only note that security studies treat cyber
security almost exclusively from the perspective of ensuring the security of a
single security actor — the states, almost ignoring the perspective of individual
and societal security.

Given these circumstances, we agree with the need claimed by Robert
Reardon and Nazli Choucri for giving greater importance to individual rights
within the objectives of the cyber agenda and creating a stronger link between the
rulers and the ruled (Reardon, and Choucri, “The role of Cyberspace in
international relations: A view of the literature”, 2012, 7), and we argue that
cyberspace is an environment of insecurity both to states, but also to individuals

and communities that are part of societies.
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Consequently, we criticize the approach to cyber security only from the
state perspective and consider that the approach must be extended to digital
security in order to include the perspective of the other two security actors —
individuals and societies, and all types of sources of digital insecurity.

Security is three-dimensional, as it is (1) a reality formed by sources of
insecurity, (2) a perception formed by the interpretation of the dangers generated by these
sources of insecurity, but also (3) an action or non-action taken diminish and counter
the sources of insecurity.

Under these conditions, the reality of security is also formed through the
cyber inter-relationships between different security actors, which have
independent or congruent effects in the cyber and digital space, and generate
digital insecurity sources.

Considering the above-mentioned arguments, we conclude that the
digitalization of societies generates a new type of security, which affects all security
subjects — individuals, societies, and states, and we argue the need to expand the
concept of cyber security to the concept of digital security (see Figure no. 7 —

Dimensions of security).
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Figure no. 7 — Dimensions of security

Consequently, digital security consists of all the activities, processes,
skills, or capabilities to identify and defend against the disruptive effects of
cyberspace, and digital space in physical space, embodied in sources of digital
insecurity, respectively physical effects — cyber protection and defense;
informational effects - defense of the informational environment and protection
against hostile digital influences and bio-psycho-social effects — protection
against bio-technological and cyber-psychological dangers

Within our interpretation of the security concept, digital security (see Figure
no. 8 — Digital security) is part of the dimension of insecurity sources domain, it
refers to all digital insecurity sources, it affects all security subjects, and includes
four components:

o  Cyber security;
©  Security of data flows;

o Bio-technological security; and
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o  Cyber-psychological security.
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Figure no. 8 — Digital security

Instead of conclusions, we emphasize that a new theoretical approach to
digital security in cyberspace is needed due to the wide variety of digital
insecurity sources.

Given the facts and circumstances detailed above, we consider that
cybersecurity does not provide a theoretical frame that fully encompasses the
digital changes and disruption societies face due to the technological evolution
and societal revolution of human activities conducted in digital space.

Therefore, we provide a new theoretical approach of digital security that
encompasses 4 types of mainstream digital disruptions and stands out as a model
for building more appropriate tailor-made public policies that should tackle all

types of digital insecurity sources.
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Nevertheless, we encourage the whole of society, but especially its key
stakeholders — business specialists, non-governmental organizations, researchers,
academics, and governmental policymakers to further assess the impact of
digitalization, expand research on all types of digital disruptions and provide

guidelines for further regulations.
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